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World Economic Forum, Global Risks Report 2021, "Clear and present dangers”

Short-term risks in the next O — 2 years
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Police allege council employee defrauded council of

$135,000 for personal purchases

By Lucy MacDonald
Posted Fri 12 Mar 2021 at 5:40am, updated Fri 12 Mar 2021 at S:18am

nania Police allege the woman made several purchase orders through Bunnings since

Board of Inquiry -

casino pokies outage in Tasmania

By Adam Langenberg

Ransomware attack to blame for Federal Group's ‘\0“‘

How much has Tasmania's climate changed in the
100 years to now?

ted Fri 26 Jul 2019 at 3:02am, updated Fri 26 Jul 2019 at 11:22am

011 The pokies are down at Tasmania's two casings, (Carol Von Canen/Fli .

Commans)
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Ransomware attack to blame for Federal Group's
casino pokies outage in Tasmania

sdarm Langenibers Telstra service provider hit by cyber attack as hackers

Posted Tue 13 Apr 2021 at 1:05pm, updated Tue 13 Apr 2021 at 4:25pm

claim SIM card information stolen

i Authorities investigate cause of crippling
= Federal Parliament IT disruption

Channel Nine cyber-attack disrupts
live broadcasts in Australia




Ex-worker who was investigated over child sex

offences accessed sensitive data 260 times in
major breach

By Leonie Thorne and staff

Service NSW confirms 180,000 customers'

personal details exposed in cyber security
breach

By Jozh Bavas
Posted Sat 13 Mar 2021 at 6:18am, updated Sat 13 Mar 2021 at 11:45am

Posted Mon 7 Sep 2020 at 4:13pm, updated Mon 7 Sep 2020 at 11:50pm
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it's been caught up in a "criminal attack” on its cyber security. (Four Corner




Corruption and Conduct Risks

Anti-corruption agency
investigations

- - = l
Information commissioner Ombudsman I
< decisions investigations I

I

I

Public sector commissioner
standards & processes

Auditor-General performance audits / investigations

I— Electoral commissions / Campaign regulators / Expenses authorities? —l

Source: A J Brown (2018), ‘The Fourth, Integrity Branch of Government: Resolving a Contested |dea’,
Australian Political Studies Association 2018 Presidential Address, Brisbane, 24 July.
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Police allege council employee defrauded Water job kickback attempt ends in jail
counCil Of $]35’000 for personal purChases Posted Wed 5 Dec 2012 at 11:37am, updated Wed 5 Dec 2012 at 12:08pm

By Lucy MacDenald \

Posted Fri 12 Mar 2021 at 5:40am, updated Fri 12 Mar 2021 at 9:18am

Publishepdt 35 August 2020
Report 1 of 2020: Summary report of an own-motion investigation into misconduct by
e public officers in the Tasmanian Health Service, North West Region

. DOWHNLOAD
Puiblishedt 31 Qotabar 200
7 Report & of 2019: Summary report of an own-motion investigation into an alleged
) conflict of interest and improper use of position by a manager in the Department of
— | Education
Tasmania Police allege the woman made several purchase orders through Bunnings since 2013. (AAP: Dan Himbrechts)
DOWHLOAD

Pulblished: O August 2009
] Report 3 of 2019: Investigation into alleged conflicts of interest within the Board of
WJo | Tourism Tasmania
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ABC RURAL

Farmers fearful of China retaliation as Australia
tears up Victoria's Belt and Road deal

ABC Rural / By Warwick Long

Posted Thu 22 Apr 2021 at 4:56pm
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Resilience, Capability and Business Continuity

Emergency
response

Business Continuity

Response

Recovery




PCBU / Officers
(Whole org.)

Management,
WHS Committees

Workers

Whole of organisation
Strategic WHS risk identificationand management

(Landscape view — external and internal inputs)

Formulate policies, procedures 13 dats amalivers

Communicate high-level risks

Trends identification
to workers

Aware of high-level WHS risks Hazard / incidentreporting

Follow policies, procedures (Ground level view)




BASIC ELEMENTS OF A RISK MANAGEMENT FRAMEWORK

RISK REGISTER

» Risks identified and rated

* Risk owners

« Assessed against risk appetite

&

RISK REPORT FORMAT

» Mitigation and controls confirmed
* Changes to assessments

» Emerging risks

« Breach registers

IMPLEMENTATION

POLICIES REPORTING FRAMEWORK
* Roles and responsibilities « Who gets what, when
* Likelihcod and * Sub-registers
consequence definitions |
RISK APPETITE ESCALATION PROTOCOLS
* Risk appetite statement = Escalation rules to the Board
» Tools for staff

THROUGH RISK CULTURE AND CAPABILITY
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Spectrum of risks
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Known Risks

Stable over
time

Can use
systems and
accountabilities
to manage

<

%Q

Emerging Risks

May occur in
the future but
are foreseeable
Assessment
can change
over time

Dynamic Risks

« (Change regularly
« Hard to manage
using systems

« Relying on
people to
monitor and
respond
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Embedding risk into your organisation

L @

Applying risk Building capability Mapping how
appetite in decision making § risks are managed




WLF is
Tasmania’s
largest
independent
accounting
and advisory
firm.

12 Partners,
/5 staff

Working
across
IENnERIE
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